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Recent Privacy / Data Protection Developments

The European General Data Protection Regulation (GDPR) has sparked a global privacy trend,

with new laws emerging and countries updating their existing laws, increasing the compliance threshold across the world.

usS EU
= EU General Data Protection Regulation (GDPR) in force 2018

= California Consumer Privacy Act (CCPA)

(entered into force in 2020)
= California Privacy Rights Act (CPRA)
(comes into force Jan 2023)

= e-Privacy Regulation (drafting stage)
= UK Data Adequacy Decision post-Brexit
= New Standard Contractual Clauses (SCCs)

= Virginia Consumer Data Protection Act
(comes into force Jan 2023)
Various privacy laws under discussion at
state and federal levels

= GDPR mirrored / adopted

UK4—|
in UK law post-Brexit

= UK Data Adequacy Decision
post-Brexit

* Japan<—
A

Adequacy for EU GDPR
purposes

= Amendments to the Act on
the Protection of Personal
Information take effect 1
April 2022

: 3 L
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» Latin America

Argentina: Law 25326 (2000) (new bill in Congress)
Brazil: LGPD (entered into force 18 Sep 2020)

Chile: Congress bill on data protection

Colombia: Law 1582 on General Provisions for the
Protection of Personal Data (2021)

= Mexico: Federal Law on the Protection of Personal Data
Held by Private Parties (2010)

= Peru: Law 29733 on Protection of Personal Data (2011) .
. US and LatAm framework .

v .
. Strengthening privacy laws,
looking to GDPR

. Data Localization 6

———China

= Cybersecurity Law (entered
into force in 2017)

= Data Protection Law (comes
into force November 2021)
Data Security Law (comes
into force Sept 2021)

. EU GDPR framework

Australia¢——

. EU GDPR mirror

No EU GDPR Adequacy decision
Comprehensive Review of the
Privacy Act 1988 is underway




GDPR Enforcement

GDPR Fines Stats

Drivers for Conseqguences 746 Million € since May 2018*
non-compliance amazon Total n° of fines
225 Million € 825
No management buy-in Reputational damages Q) 50 Million € 35 Million €
U G %M Total sum of fines
Underestimating Loss of customer trust € 1,296,180,178
requirements
and regulatory action . Countries with
Investigations highest
. sum of fines
Insufficient resources :
Fines 1 - Luxembourg (€746,

206,000)
- Ireland (€ 225,876,400)
- Italy (€ 89,645,096)
- France (€ 57,314,300)
- Germany (€ 50,158,633)

Lack of awareness /
training

O wWN

*Source: GDPR Enforcement Tracker as of 26.10.2021 7



GDPR Enforcement - Fines by type of violation

Insufficient legal basis for data processing 295 (with total € 182,848,138)

Insufficient technical and organizational 176 (with total € 68,583,119)
measures to ensure information security

Non-compliance with general data processing 175 (with total € 782,622,364)
principles

Insufficient fulfilment of data subjects rights 78 (with total € 16,316,825)
Insufficient fulfilment of information obligations 61 (with total € 234,946,895)
Insufficient cooperation with supervisory 33 (with total € 210,929)
authority

Insufficient fulfilment of data breach notification 20 (with total € 1,284,091)
obligations



GDPR Enforcement - Fines by sectors

Number of Fines

Industry and Commerce 175 (with total € 766,271,292)
Media, Telecoms and Broadcasting 146 (with total € 363,052,541)
Public Sector and Education 116 (with total € 9,123,263)
Finance, Insurance and Consulting 87 (with total € 28,179,685)
Health Care 76 (with total € 11,932,933)
Employment 67 (with total € 47,661,677)

Individuals and Private Associations 56 (with total € 1,342,396)



Why data protection matters

Increasingly huge amounts of
personal data are processed
online in the digital age.

Accelerated by Covid: Many work
from home and connect to work
assets remotely. Surge in consumer
online shopping.

Increased hacking of corporate
networks due to insecure
connections & other issues.

Governments worldwide
legislating to keep up with rapid
development in technology and
surge in online activity.

Personal data processed online
may flow across borders.

‘ Overseas laws may apply.

Current world politics leading to
conflicting sets of data regulations
and potentially different “data
islands”. MNCs caught in the midst.
Cross border transfer issues.

10




APAC has varying laws on personal
data and increasing tendency to
enforce such laws, including fines
and criminal penalties.

Fines under some laws, like EU
GDPR & China laws, can be hefty.
There are personal liabilities under
new China PIPL. Severe breaches
may lead to business suspension
or revocation of license.

Why data protection matters

Laws are evolving rapidly e.g.
China launched Cybersecurity Law in
2016 & just passed 2 landmark
pieces of legislation: Data Security
Law & Personal Information
Protection Law.

|

Customers, employees, end users
& investors are concerned about
data privacy or subject to data
protection laws. Consumers are
turning away from companies that
don’t prioritize data privacy.

11
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Personal Data Protection Fundamentals
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Phone number? Email address? Cookies? Geolocation? Device ID? IP address?
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GDPR

m Article 4(1)

m ‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural
person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one
or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;

21



CCPA

m  Section 1798.140 (o)

(1) “Personal information” means information that identifies, relates to, describes, is reasonably capable of being

associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or household.

Personal information includes, but is not limited to, the following if it identifies, relates to, describes, is reasonably capable of

being associated with, or could be reasonably linked, directly or indirectly, with a particular consumer or household:

(A) Identifiers such as a real name, alias, postal address, unique personal identifier, online identifier, internet protocol
address, email address, account name, social security number, driver’s license number, passport number, or other similar
identifiers.

(B) Any categories of personal information described in subdivision (e) of Section 1798.80...

(D) Commercial information, including records of personal property, products or services purchased, obtained, or considered,
or other purchasing or consuming histories or tendencies.

(E) Biometric information.

(F) Internet or other electronic network activity information, including, but not limited to, browsing history, search history,
and information regarding a consumer’s interaction with an internet website, application, or advertisement.

(G) Geolocation data.

(H) Audio, electronic, visual, thermal, olfactory, or similar information.

() Professional or employment-related information.

(J) Education information, defined as information that is not publicly available personally identifiable information as defined in
the Family Educational Rights and Privacy Act (20 U.S.C. Sec. 1232¢; 34 C.F.R. Part 99).

(K) Inferences drawn from any of the information identified in this subdivision to create a profile about a consumer
reflecting the consumer’s preferences, characteristics, psychological trends, predispositions, behavior, attitudes,
intelligence, abilities, and aptitudes. 22
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GDPR

m Recital 26

m To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out,
either by the controller or by another person to identify the natural
person directly or indirectly. To ascertain whether means are reasonably
likely to be used to identify the natural person, account should be taken
of all objective factors, such as the costs of and the amount of time
required for identification, taking into consideration the available
technology at the time of the processing and technological
developments.

m The principles of data protection should therefore not apply to
anonymous information, namely information which does not relate to
an identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer
identifiable. This Regulation does not therefore concern the processing
of such anonymous information, including for statistical or research

purposes. .



GDPR

m Recital 26
m Personal data which have undergone pseudonymisation, which could
be attributed to a natural person by the use of additional information
should be considered to be information on an identifiable natural

person.

m Article 4(4)

m ‘pseudonymisation’ means the processing of personal data in such a
manner that the personal data can no longer be attributed to a specific
data subject without the use of additional information, provided that
such additional information is kept separately and is subject to
technical and organisational measures to ensure that the personal

data are not attributed to an identified or identifiable natural person;
28



CCPA

Section 1798.140 (o)
(3) “Personal information” does not include consumer information that is
deidentified or aggregate consumer information.

1798.140(h)

“‘Deidentified” means information that cannot reasonably identify, relate to, describe,
be capable of being associated with, or be linked, directly or indirectly, to a particular
consumer, provided that a business that uses deidentified information:

(1) Has implemented technical safeguards that prohibit reidentification of the
consumer to whom the information may pertain.

(2) Has implemented business processes that specifically prohibit
reidentification of the information.

(3) Has implemented business processes to prevent inadvertent release of
deidentified information.

(4) Makes no attempt to reidentify the information.
29
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3 .
Data Issues in Al .



(1)
Data Issues in Acqumng
Training Data



Does the model trainer have a license to the dataset?

m Datasets are downloaded from the Internet

m No license but statement that “This dataset is for non-commercial use
only.”

m |s training a machine learning model a “non-commercial” use?

m Recommendation: Exercise caution and review each license in context with its
facts, license agreement, if any, and the intended use.
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Licensors of datasets made from data scraped from
the Internet may have a copyright in the compilation,
but may not own or license the underlying data

Data Due diligence is important
m Is the underlying content a copyrightable work of authorship?
m  Will copying include the structure and organization of the compilation?

m Promises to remove content from datasets upon request suggests that
the datasets include other people’s original works
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Storing copyrighted content for use in training the
data model may be alleged to be acts of “copying”
and to support a claim of copyright infringement

Under the Copyright Act, a successful plaintiff may recover:
m actual damages;
m disgorgement of profits attributable to the infringement;

m statutory damages per work infringed, which can be increased if the
infringement is willful; and

®m an injunction preventing further infringement
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(2) ol .
Data Privacy and Securlty |n A
Machine Learnlng



Notice and Consent — State Biometric Laws

Biometrics Privacy Remedies Available

lllinois: private right of action, class actions
allowed, up to $5,000 in liguidated
damages per violation

Texas: no private right of action,
enforceable only by the Attorney General,
up to $25,000 in civil penalties per violation

Washington: no private right of action,
enforceable only by the Attorney General
under the Consumer Protection Act
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Notice and Consent: GDPR Automated Decision-Making

GDPR Article 22 “The data subject shall have the right not to be subjectto a
decision based solely on automated processing, including profiling, which

produces legal effects concerning him or her or similarly significantly affects
him or her.”

Exception: Where the decision is based on the data subject’s explicit consent.
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Notice and Consent: GDPR Automated Decision-Making

m To lawfully process data for individuals that are subjects of the EU,
you must obtain “freely given, specific, informed and unambiguous”
consent from the data subject.

m In the context of ML, to obtain such consent you must disclose a
variety of things including the existence of any automated decision-
making.

m Article 13(2)(f) “[T]he controller shall, at the time when personal data
are obtained” provide the data subject with “meaningful information
about the logic involved, as well as the significance and the
envisaged consequences of such processing for the data subject”.
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Notice and Consent: CCPA

1798.100 (Right to access) A business that collects a consumer’s
personal information shall, at or before the point of collection, inform
consumers as to the categories of personal information to be collected
and the purposes for which the categories of personal information
shall be used. A business shall not collect additional categories of
personal information or use personal information collected for
additional purposes without providing the consumer with notice
consistent with this section.
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Notice and Consent: CPRA Automated Decision-
Making

The California Privacy Rights Act of 2020 (CPRA) was passed on November 3,
2020. The CPRA will become enforceable on January 1, 2023 with a one-year
lookback period.

1798.185 (a)(16) On or before July 1, 2020, the Attorney General shall solicit
broad public participation and adopt regulations to further the purposes of this
title, including [....] issuing regulations governing access and opt-out rights
with respect to businesses' use of automated decision-making
technology, including profiling and requiring businesses' response to
access requests to include meaningful information about the logic
Involved in such decision-making processes, as well as a description of
the likely outcome of the process with respect to the consumer.
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Delta Sues Chatbot Provider Over Breach

m Delta alleges that chatbot provider [24]7.ai Inc. lacked basic cybersecurity
safeguards while running the Al-powered service on Delta’s website.

m Hackers accessed [24]7’'s systems and modified source code using
compromised credentials.

m Hackers were able to scrape full credit-card details and other personal
iInformation from up to 825,000 customers from Delta’s website.

m Delta alleges 24([7] failed to implement basic security controls such as
requiring multifactor authentication for employees accessing source code
and forbidding staff members from using the same login credentials for all
systems.
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