stli

HIZBREART

EEEFR Z2FmEAN " AR IR 2/EA]

SEEE5 %4/ (National Security Agency, NSA) j420224£11 10H &4 | #ei:T %2/ , (“Software Memory Safety’
Cybersecurity  Information  Sheet) + 32 EI RIHE70%.2 R4 LA 2e 2 RIREATEL » R A BaSE TR0 N 22 2 IR Tt 22
i+ NSARRH ELRHESRAIT -

1A RIERC R e 2 BARES (Memory safe languages) : E&#HAICH ~ Go ~ Java ~ Ruby - RustE2Swift s a] 5 ) EHECE A
ZEAGEES - DHRCHCHEAREL B Z 2 2 2GS -
2T R (L FE AR 24« B FA9EE (Static Application Security Testing, SAST ) Eidgfjie ( Dynamic Application Security
Testing, DAST ) Z2& RS 20fE T 5, » W hnss s so iR ps (i FH Elen B R A ERER Rk -
358 LITRIA B s i (Anti-exploitation features) : Ei4R:z# (Compilation) Eisi{T (Execution) ¥ » DURAIF#EMHIRAEN]
# (Control Flow Guard, CFG) - firhl-Z=fi4H%ERSf#4H; A (Address space layout randomization, ASLR) BAiZSRIEh{Tl:E (Data
Execution Prevention, DEP) #5975 B e ER R Al FH 0% -

ISR Y 12 et QEEEA TR 2 2 BAGES - IMREE R iR - RIUERFHEICHRF 2 (Compiler
option) - TENH R AEEAGRCE S INZ 2 -

| IRIEIEE
NSAReleases Guidance on How to Protect Against Software Memory Safety Issues, National Security Agency

fReTEEE 20

UGS R RS SR B R R 8 B — SOl LR R M2 2 N B PR iR e e A
[EE0H ] 2023RH 88 A I HE RS BI—F S 5 S E R B
B S 2B ARI RS s =g
[Eh8 ] Bl st Et i i OB ME R R (E L e AR Bl e (BIERS)
[4p B ] Bl &8 f il S SO BRI E e e A il & (Fiisss )
P S RS S ot B A
(A8 ] 2024RHRA S AT RS B)— PHE(EE R SRR S s
[EE] 2024080 AR RS BI— P EE KRR E s
Sl b AR B I3 E R S e A E g

R A A

WSE
BT R S

EREE%RT © 202342035

HFRRIA -
NSAReleases Guidance on How to Protect Against Software Memory Safety Issues, National Security Agency, https ://mww.nsa.gov/Press-Room/News-
Highlights/Article/Article/3215760/nsa-releases-guidance-on-how-to-protect-against-software-memory-safety-issues/ (last visited Jan. 30, 2023).

REAd B -
FriasE - (EEAMEHZREEEEMELERIES)  RHUEEDTZEHT - 2022/09 - hitps://stli.iii.org.tw/article-detail.aspxX?tp=18&d=88858&n0=64 (#%1%%]
[ : 2023/01/30) -

SCEARE:

o _


https://stli.iii.org.tw/
javascript:;
javascript:;
https://stli.iii.org.tw/model.aspx?no=74
https://stli.iii.org.tw/model.aspx?no=74
https://stli.iii.org.tw/model.aspx?no=167
https://stli.iii.org.tw/coworker.aspx?no=73
https://stli.iii.org.tw/legalfriend.aspx?no=75
https://stli.iii.org.tw/model.aspx?no=99
https://stli.iii.org.tw/news.aspx?no=16
https://stli.iii.org.tw/article.aspx?tp=1&no=64
https://stli.iii.org.tw/article.aspx?tp=1&no=64
https://stli.iii.org.tw/legal.aspx?no=65
https://stli.iii.org.tw/publish.aspx?no=58
https://stli.iii.org.tw/publish.aspx?Itm=1116&no=71
https://stli.iii.org.tw/publish.aspx?Itm=1117&no=72
https://stli.iii.org.tw/publish.aspx?Itm=1118&no=122
https://stli.iii.org.tw/model.aspx?no=139
https://stli.iii.org.tw/model.aspx?no=139
https://stli.iii.org.tw/service_questions.aspx?no=138
https://stli.iii.org.tw/news2019.aspx?no=57
javascript:;
https://stli.iii.org.tw/en
https://stli.iii.org.tw/article.aspx?no=67 &tp=1
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=8957
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=8955
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3215760/nsa-releases-guidance-on-how-to-protect-against-software-memory-safety-issues/
https://stli.iii.org.tw/news-event.aspx?no=16&d=1235
https://stli.iii.org.tw/news-event.aspx?no=16&d=1236
https://stli.iii.org.tw/news-event.aspx?no=16&d=1252
https://stli.iii.org.tw/news-event.aspx?no=16&d=1264
https://stli.iii.org.tw/news-event.aspx?no=16&d=1265
https://stli.iii.org.tw/news-event.aspx?no=16&d=1272
https://stli.iii.org.tw/news-event.aspx?no=16&d=1280
https://stli.iii.org.tw/news-event.aspx?no=16&d=1281
https://stli.iii.org.tw/news-event.aspx?no=16&d=1290
https://stli.iii.org.tw/coworker-detail.aspx?no=73&d=715
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3215760/nsa-releases-guidance-on-how-to-protect-against-software-memory-safety-issues/
https://stli.iii.org.tw/article-detail.aspx?tp=1&d=8885&no=64
javascript:;
javascript:;
https://stli.iii.org.tw/model.aspx?no=110
javascript:;
javascript:GoMemberApply(0);

C _

© B @

B B e S o s e e

B Z @ (52 B viane Redingfgth—IE A T8 #fiaa 155 (cross-border text messages plans) - T F N G H 1504955718 0E
AR T0%LL T - AR E B TEECR T LUESECH R BN g HiviEa0n A S e 20084 R 526k - SORBCR B BB RS E R % - Tt
Jx20094E AT E KB i S TEHTECR HEIRPI AR R D4 235 B B B S TSR A A LR - (ER ARSI E AL  BEZAGREBNAEL12
EA RS ERE ERR - BRILZ AN - (RIEEEZEGINEIEE » U BRIt R EIR R TR SRR E4 51855y 2 1 - HELEFR

fEfEEHA T ARELEF A

Fital TRBEIRARBEA . BIEEAR (BILARSENE) (EILRFENE) F 0 DB RBILE R EE - (RZREZHUERBEZIEN -
TMATEE T RZRILEIRI R ) - RZEZHUE » RIS A RITEZ ARV B 2 ISR - RIREASREIIS L SRIMERE » AR AL A 2
= o HAFIHARSILEFIRENE AN ZRE - RS Sadiat i - DU S B U Z U R PR S DhRE R T R BRI [EIFI IR - SfRF 3t R - F2fit
TELZREILEIF AR E I TIH RIS 2 R EI R AA - H ATE 1 HASCER R ER G 2 RERSL IS A PRI E GG T T RZRSL[EIF R AL

ST R PO LA IR ~ DS IR (S TE 5K

PN

BUEERP IR S BOR IR M TR ERC R AR E R

LRI FRE /S HE AR ARE A 2016424 H 13 HEEU.S. v. Timothy Ivory Carpenter & Timothy Michael SandersZ&/EH Fi5: » B AERIAE R HUSHE R %
I N ISR REHUS AL B RO - MR R R BRI SUER AR - SAREANEICCEAMIUE © T AANBAREAS « A7 - RPN Z S K2
Jed 7 PR AR SLERER] > ARERIE  BRIEA I RRAIAVER R - I LS ORGSR RAVIE - R - S TR
i SR REEHER S - REFEE G FAUSA R e EIZE 2 M TR E - MIHRBE R E AR B REUR - IMEREZE. .

® % A B

ZREWER R A REE (-GS RAWEZ R Ryl

E R F 75 Defend Trade Secrets ActriifT H fE e

GE 0

(TR A RERY

> [RRLERRE > BAERE
> it > ERE
> Al

MEVE NG TESRES  4i—4w5% - 05076416



https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=2857
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=7580
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=7061
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=7268
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=7121
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=1&d=7963
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=5&d=8091
https://stli.iii.org.tw/article-detail.aspx?no=67&tp=5&d=7585
https://stli.iii.org.tw/model.aspx?no=95
https://stli.iii.org.tw/model.aspx?no=99
https://stli.iii.org.tw/sitemap.aspx
https://stli.iii.org.tw/model.aspx?no=101
https://www.iii.org.tw/
https://stli.iii.org.tw/links.aspx?no=83
javascript:;
https://stli.iii.org.tw/newspaper.aspx?no=81
javascript:;
https://stli.iii.org.tw/hotarticle.aspx?no=116
javascript:;
javascript:GoMemberApply(1);

Copyright © 2016 STLLIII. All Rights Reserved.




	美國國家安全局發布「軟體記憶體安全須知」

