Recent Federal Decisions and Emerging Trends in U.S. Defend Trade Secrets Act Litigation

I. Introduction

The enactment of the Defend Trade Secrets Act of 2016[1] (the “DTSA”) marks a milestone in the recent development of trade secret law
in the United States (“U.S.”).[2] Recent federal decisions and emerging trends in DTSA litigation regarding the following issues deserve the
attention of Taiwanese companies who might be involved in DTSA litigation in U.S. federal courts (“federal courts”): (1) whether the DTSA
displaces any other civil remedies provided by the existing trade secret laws; (2) whether a plaintiff should pay attention to any pleading
standard when bringing a DTSA claim in federal court; (3) whether a federal court will easily grant an ex parte application for seizure order
under the DTSA (an “ex parte seizure order”); and (4) whether the DTSA applies to trade secret misappropriations that occurred before the
DTSA came into effect. This article provides insights into these developments and trends, and concludes with their implications at the end.

Il. The DTSA does not displace any other civil remedies provided by the existing trade secret laws, and federal courts may
nonetheless turn to pre-DTSA laws and decisions for guidance

The DTSA states that it does not “preempt” or “displace” any other civil remedies provided by other federal and state laws for trade secret
misappropriation.[3] Prior to the enactment of the DTSA, the civil protection and remedies of trade secrets in the U.S. have traditionally been
provided under state laws.[4] The DTSA provides federal courts with original jurisdiction[5] over civil actions brought under the DTSA, giving
trade secret owners an option to litigate trade secret claims in federal courts.[6] As a result, the DTSA adds a layer of protection for trade
secrets and creates a federal path for plaintiffs to pursue civil remedies.[7]

Some commentators point out that federal courts, when hearing DTSA claims, construing DTSA provisions or analyzing DTSA claims,
oftentimes turn to state laws and decisions existing prior to the enactment of the DTSA for guidance.[8] Various decisions show that federal
courts tend to look to local state laws and pre-DTSA decisions when hearing DTSA claims or making decisions.[9] This suggests that pre-
DTSA trade secret laws and prior decisions remain an indispensable reference for federal courts.

11l. A plaintiff should pay careful attention to the plausibility pleading standard when bringing a DTSA claim in federal court

A plaintiff's pleading in his complaint must satisfy the plausibility pleading standard when the plaintiff brings a DTSA claim in federal
court.[10] Otherwise, the plaintiff's complaint may be dismissed by the federal court.[11] Filing a motion requesting dismissal of the plaintiff's
complaint[12] on the grounds of the plaintiff's failure of stating plausible claims for relief is thus a defense that a defendant may employ to
defeat the plaintiff's claim in the early stage.[13]

The DTSA opens the door of federal courts to trade secret plaintiffs to pursue civil remedies,[14] but the DTSA does not “guarantee
unfettered access to the federal courts.”[15] When filing a DTSA lawsuit in federal court, a plaintiff must state “the grounds for the court's
jurisdiction,” the plaintiff's claims (entitlement to relief), and the plaintiff's “demand for the relief sought” in his complaint.[16] The claim and
statement pled by the plaintiff in his complaint must meet the “plausibility” threshold.[17] In other words, at the pleading stage, a plaintiff should
plead facts sufficiently demonstrating that all prerequisites of his claim (e.g., jurisdiction and venue,[18] elements of a claim required by the
DTSA,[19] etc.) are satisfied when bringing a DTSA claim in federal court.[20] For instance, in addition to claiming the existence of his trade
secret, a plaintiff should state how his trade secret was misappropriated through improper means.[21] However, in the context of trade secrets,
the plausibility pleading standard can be challenging to a plaintiff because it is never easy to balance between “satisfying the required
pleading standard” and “avoiding disclosing too much information about the trade secret in a pleading.”[22]

Let's take pleading the existence of a trade secret as an example. Under the plausibility pleading regime, a plaintiff is required to plead all
relevant facts of trade secret (elements)[23] defined by the DTSA to affirmatively prove the existence of his trade secret.[24] In other words, a
plaintiff needs to state sufficient facts indicating that the information in dispute has economic value while not being known to the public, and
reasonable steps have been taken to maintain the secrecy of that information,[25] all of which plausibly suggest that the information in dispute
qualifies as a trade secret.[26] Federal courts do not require a plaintiff to disclose his trade secret in detail in his complaint.[27] Nevertheless,
a plaintiff should be able to provide the “general contour” of the alleged trade secret that he seeks to protect.[28] Federal courts would be
reluctant to see that a plaintiff, merely “identify[ing] a kind of technology” or “point[ing] to broad areas of technology,” or barely asserting that
the misappropriated information is confidential, then “invit[ing] the court to hunt through the details in search of items meeting the statutory
definition.”[29] Instead of simply alleging that the subject matter at issue involves a trade secret, a plaintiff's complaint should contain
descriptions identifying the plaintiff's trade secret.[30] For instance, in his pleading, a plaintiff has to tell what information is involved and what
efforts have been made to maintain the confidentiality of such information.[31] For further example, a plaintiff should provide documents or
information constituting the alleged trade secret rather than merely listing general topics or categories of information.[32]

IV. Obtaining a DTSA ex parte seizure order is challenging as federal courts tend to take a conservative approach to prevent
abuse of this ex parte seizure remedy

Since the DTSA came into effect, federal courts rarely grant an ex parte application for seizure order under the DTSA.[33] The provision
for ex parte seizure orders is a controversial part of the DTSA[34] as it allows a court, upon ex parte application and if all DTSA requirements
are met, to issue a civil order “for the seizure of property necessary to prevent the propagation or dissemination of the trade secret.”[35] So
far federal courts have been hesitant to order DTSA ex parte seizures and are giving great deference to the statutory text of the DTSA seizure
order provision.[36] Only when a federal court finds it “clearly appears from specific facts” that certain requirements are met[37] and only in
“extraordinary circumstances”[38] may a federal court issue an ex parte seizure order.[39] When being confronted with an ex parte application
for seizure order under the DTSA, federal courts tend to favor a conservative approach to prevent the abuse of this ex parte seizure
remedy.[40] If any alternative equitable relief is available to achieve the same purpose, federal courts will likely find it unnecessary to issue an



ex parte seizure order.[41] In addition, a plaintiff's mere assertion that the defendant, if given notice, would destroy evidence or evade a court
order, but without showing that the defendant “had concealed evidence or disregarded court orders in the past,” will likely be insufficient to
persuade the court to issue an ex parte seizure order.[42] Furthermore, federal courts will decline to order an ex parte seizure if a plaintiff fails
to meet his burden demonstrating that the information in dispute constitutes a trade secret.[43] All of the foregoing suggests that one will likely
face an uphill struggle in federal court when seeking to obtain an ex parte seizure order under the DTSA.[44]

Though federal courts sparingly order DTSA ex parte seizures, to date at least one federal court did issue a published DTSA ex parte
seizure order, which appeared in Mission Capital Advisors, LLC v. Romaka.[45] In Romaka, the defendant allegedly downloaded the plaintiff's
client and contact lists to the defendant's personal computer without the plaintiff's authorization; the plaintiff filed an ex parte motion seeking to
seize some properties containing the plaintiff's trade secrets or enjoin the defendant from disclosing that information.[46] During the trial, the
defendant neither acknowledged receipt of the court's prior orders[47] nor appeared before the court as ordered,[48] all of which together with
other facts in Romaka convinced the court that other forms of equitable relief would be inadequate and the defendant would likely evade or
otherwise disobey the court order.[49] After reviewing the facts of this case along with DTSA requirements item by item, the Romaka court
found it clearly appears from specific facts that all requirements for an ex parte seizure order under the DTSA are met,[50] and thus, issued a
said seizure order as requested by the plaintiff.[51] Romaka gives us some hints about what circumstances would cause a federal court to
order a DTSA ex parte seizure.[52] This case tells us that evading or disregarding court-mandated actions is likely demonstrating to the court
a propensity to disobey a future court order and may probably increase the likelihood of meriting a DTSA ex parte seizure order.[53]
Moreover, echoing other decisions rendered by federal courts, Romaka reveals that federal courts tend to approach ex parte seizure order
applications in a gingerly way.[54]

Federal courts take a conservative approach toward ex parte seizure order to curtail abuse of such order[55] does not mean that no
injunctive relief is available to victims of trade secret misappropriation. Injunctive relief provided by other federal laws or state laws[56] is
nonetheless available to those victims.[57] As long as the facts of the case before the court meet all elements required for injunctive relief, it is
not rare for federal courts to grant injunctive relief other than an ex parte seizure order.[58]

V. The DTSA might apply to a pre-DTSA trade secret misappropriation that continues after the DTSA became effective

The DTSA expressly states that it applies to any trade secret misappropriation that “occurs on or after the date of the enactment” of the
DTSA.[59] Therefore, the DTSA does not apply to trade secret misappropriations that began and ended before the effective date of
DTSA.[60] In practice, it is possible that a federal court will dismiss a plaintiff's DTSA claim if the plaintiff fails to state that the alleged trade
secret misappropriations (either in whole or in part) took place after the DTSA came into effect.[61]

Federal courts have begun addressing or recognizing that the DTSA might apply to trade secret misappropriations that occurred prior to
and continued after the enactment date of the DTSA.[62] However, a plaintiff should “plausibly” and “sufficiently” plead in his claim that some
parts of the alleged continuing misappropriation of trade secrets occurred after the DTSA became effective.[63] Some critics opine that, in the
case of a continuing trade secret misappropriation that took place before and continued after the DTSA was enacted, the available recovery
shall be limited to “post-DTSA misappropriation.”[64]

By being mindful of the foregoing, maybe someday a plaintiff will bring a DTSA claim for a pre-DTSA misappropriation of trade secrets that
continues after the DTSA is in effect.[65] In this kind of litigation, one should pay attention to whether the plaintiff has plausibly and sufficiently
alleged the part of misappropriation that occurred after the enactment date of the DTSA.[66] When a plaintiff fails to plausibly and sufficiently
alleges the post-DTSA misappropriation part, the defendant stands a chance to convince the court to dismiss the plaintiff's claim.[67]

VI. Conclusion

To sum up, recent federal decisions and emerging trends in DTSA litigation provide the following implications to Taiwanese companies
who might be involved in DTSA litigation in federal court:

1. The DTSA does not preempt or displace any other civil remedies provided by other federal laws and state laws.[68] Rather, the DTSA

adds a layer of protection for trade secrets and creates a federal path for plaintiffs to pursue civil remedies.[69] Federal courts tend to

turn to local state laws and pre-DTSA decisions for guidance when hearing DTSA claims or making decisions.[70] Do not ignore pre-DTSA
trade secret laws or prior decisions as they remain an indispensable reference for federal court.

2. A plaintiff's pleading must satisfy the plausibility pleading standard when the plaintiff brings a DTSA claim in federal court.[71] Whether

the plaintiff's pleading satisfies the plausibility pleading standard is likely one of the hard-fought battles between the parties in the early

stage of the litigation. The plausibility pleading regime does not require a plaintiff to disclose his trade secrets in detail in his
complaint.[72] However, a plaintiff should be able to describe and identify his trade secrets.[73]

3. Seeking to secure a DTSA ex parte seizure order in federal court will likely face an uphill battle.[74] Obtaining alternative injunctive

relief would be easier than obtaining a DTSA ex parte seizure. When being confronted with an ex parte application for seizure order under

the DTSA, federal courts tend to favor a conservative approach to prevent the abuse of this ex parte seizure remedy.[75] Notwithstanding
the foregoing, as long as the facts of the case before the court meet all elements required for injunctive relief, it is not rare for federal
courts to grant injunctive relief other than an ex parte seizure order.[76]

4. The DTSA might apply to trade secret misappropriations that occurred prior to and continued after the enactment date of the

DTSA.[77] When a DTSA litigation involves this kind of continuing misappropriation, one of those hard-fought battles between the parties

during litigation will likely be whether the plaintiff has plausibly and sufficiently stated the part of misappropriation that occurred after the

DTSA came into effect.[78] When a plaintiff fails to plausibly and sufficiently alleges the post-DTSA misappropriation part, the defendant

stands a chance to convince the court to dismiss the plaintiff's claim.[79]
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